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The NATO Advanced Study Institute (ASI) on Face Recognition: From Theory to Applications took place in Stirling,
Scotland, UK, from June 23 through July 4, The meeting brought together 95 participants (including 18 invited lecturers)
from 22 countries.

Social media[ edit ] Social media platforms have adopted facial recognition capabilities to diversify their
functionalities in order to attract a wider user base amidst stiff competition from different applications.
Founded in , Looksery went on to raise money for its face modification app on Kickstarter. After successful
crowdfunding, Looksery launched in October The application allows video chat with others through a special
filter for faces that modifies the look of users. While there are image augmenting applications such as
FaceTune and Perfect, they are limited to static images, whereas Looksery allowed augmented reality to live
videos. In late , SnapChat purchased Looksery, which would then become its landmark lenses function. The
selection of filters changes every day, some examples include one that make users look like an old and
wrinkled version of themselves, one that airbrushes their skin, and one that places a virtual flower crown on
top of their head. The dog filter is the most popular filter that helped propelled the continual success of
SnapChat, with popular celebrities such as Gigi Hadid , Kim Kardashian and the likes regularly posting videos
of themselves with the dog filter. DeepFace is a deep learning facial recognition system created by a research
group at Facebook. It identifies human faces in digital images. It employs a nine-layer neural net with over
million connection weights, and was trained on four million images uploaded by Facebook users. Many
companies are working in market now to provide these services to banks, ICOs and other e-businesses. Face
ID has a facial recognition sensor that consists of two parts: The system will not work with eyes closed, in an
effort to prevent unauthorized access. This program will first come to Ottawa International Airport in early
and to other airports in The FBI uses the photos as an investigative tool not for positive identification. The
system drew controversy when it was used in Baltimore to arrest unruly protesters after the death of Freddie
Gray in police custody. The FBI has also instituted its Next Generation Identification program to include face
recognition, as well as more traditional biometrics like fingerprints and iris scans, which can pull from both
criminal and civil databases. Ars Technica reported that "this appears to be the first time [AFR] has led to an
arrest". Reporters visiting the region found surveillance cameras installed every hundred meters or so in
several cities, as well as facial recognition checkpoints at areas like gas stations, shopping centers, and mosque
entrances. Some individuals had been registering to vote under several different names, in an attempt to place
multiple votes. By comparing new face images to those already in the voter database, authorities were able to
reduce duplicate registrations. Advantages and disadvantages[ edit ] Compared to other biometric systems[
edit ] One key advantage of a facial recognition system that it is able to person mass identification as it does
not require the cooperation of the test subject to work. Properly designed systems installed in airports,
multiplexes, and other public places can identify individuals among the crowd, without passers-by even being
aware of the system. Quality measures are very important in facial recognition systems as large degrees of
variations are possible in face images. Factors such as illumination, expression, pose and noise during face
capture can affect the performance of facial recognition systems. This is one of the main obstacles of face
recognition in surveillance systems. A big smile can render the system less effective. Canada, in , allowed
only neutral facial expressions in passport photos. Researchers may use anywhere from several subjects to
scores of subjects, and a few hundred images to thousands of images. It is important for researchers to make
available the datasets they used to each other, or have at least a standard dataset. Data stores about face or
biometrics can be accessed by third party if not stored properly or hacked. An experiment in by the local
police department in Tampa , Florida , had similarly disappointing results. Because facial recognition is not
completely accurate, it creates a list of potential matches. A human operator must then look through these
potential matches and studies show the operators pick the correct match out of the list only about half the time.
This causes the issue of targeting the wrong suspect. This knowledge has been, is being, and could continue to
be deployed to prevent the lawful exercise of rights of citizens to criticize those in office, specific government
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policies or corporate practices. Many centralized power structures with such surveillance capabilities have
abused their privileged access to maintain control of the political and economic apparatus, and to curtail
populist reforms. This fundamentally changes the dynamic of day-to-day privacy by enabling any marketer,
government agency, or random stranger to secretly collect the identities and associated personal information of
any individual captured by the face recognition system. This app would not be possible in other countries
which do not use VK as their social media platform photos are not stored the same way as with VK. It states
that previously, issues concerning facial recognition technology were discussed and represent the need for
updated federal privacy laws that continually match the degree and impact of advanced technologies. Also,
that some industry, government, and privacy organizations are in the process of developing, or have
developed, "voluntary privacy guidelines". These guidelines vary between the groups, but overall aim to gain
consent and inform citizens of the intended use of facial recognition technology. This helps counteract the
privacy issues that arise when citizens are unaware where their personal, privacy data gets put to use as the
report indicates as a prevalent issue. The rise in facial recognition technologies have led people to be
concerned that large companies, such as Google or Apple, or even Government agencies will be using it for
mass surveillance of the public. Regardless of whether or not they have committed a crime, in general people
do not wish to have their every action watched or track. People tend to believe that, since we live in a free
society, we should be able to go out in public without the fear of being identified and surveilled. People worry
that with the rising prevalence of facial recognition, they will begin to lose their anonymity. This represents a
database which may be abused by governments for face recognition purposes. In December , Facebook rolled
out a new feature that notifies a user when someone uploads a photo that includes what Facebook thinks is
their face, even if they are not tagged. Facebook has attempted to frame the new functionality in a positive
light, amidst prior backlashes. For example, the Chinese police force were able to identify twenty-five wanted
suspects using facial recognition equipment at the Qingdao International Beer Festival, one of which had been
on the run for 10 years. Overall accuracy rates for identifying men CyberExtruder , a company that markets
itself to law enforcement said that they had not performed testing or research on bias in their software.
CyberExtruder did note that some skin colours are more difficult for the software to recognize with current
limitations of the technology.
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Face Recognition: From Theory to Applications by Harry Wechsler This is the first book on automatic face recognition.
Face recognition is a complex and difficult problem that is important for surveillance and security, telecommunications,
digital libraries, and human-computer intelligent interactions.
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This is the first book on automatic face recognition. Face recognition is a complex and difficult problem that is important
for surveillance and security, telecommunications, digital libraries, and human-computer intelligent interactions.

Chihuahua Institute of Technology Mexico 1. Introduction The face recognition problem has been faced for
more than 30 years. Although a lot of research has been done, much more research is and will be required in
order to end up with a robust face recognition system with a potential close to human performance. Even
more, if the FRS must work on non- cooperative environment its performance may decrease dramatically.
Non-cooperative environments are characterized by changes on; pose, illumination, facial expression.
Therefore FRS for non-cooperative environment represents an attractive challenge to researchers working on
the face recognition area. Most of the work presented in the literature dealing with the face recognition
problem follows an engineering approach that in some cases do not incorporate information from a Open
Access Database www. It is our interest in this material, to show how information from the psychological and
neuroscience areas may contribute in the solution of the face recognition problem. The material covered in this
chapter is aimed to show how joint knowledge from human face recognition and unsupervised systems may
provide a robust alternative compared with other approaches. The psychological and neuroscience
perspectives shows evidence that humans are deeply sensible to the face characteristic configuration, but the
processing of this configuration is restricted to faces in a face-up position Thompson, , Gauthier, This
phenomenon suggests that the face perception process is a holistic configurable system. Although some work
has been done in these areas, it is still uncertain, how the face feature extraction processes is achieved by a
human being. An interesting case is about newborn face feature extraction. Studies on newborns demonstrate
that babies perceive a completely diffuse world, and their face perception and recognition is based on curves
and lines from the face Bower, , Johnson, , Nelson, , Quinn et al. State of the Art in Face Recognition, Book
edited by: However, the solution to the face recognition problem is stated only on bases of matrix operations
and general pattern recognition methodologies, without considering other areas as visual perception. On the
engineering area, patter recognition systems approaches offer a large variety of methods. These systems allow
data mining or data discovering information that traditional pattern recognition systems do not incorporate.
This feature makes it possible to find information in the feature vectors that may not be considered in
traditional pattern recognition approaches. Based on these points, we present in this chapter a new face
recognition approach taking into account recently face perception theories and an unsupervised classifier in
order to improve the performance of the FRS in non-cooperative environments. Literature analysis This
section presents a survey of 30 representative papers published in recently years. The purpose of this analysis
is to provide the reader with a flavor of the variety of paradigms used in the face recognition problem, and to
propose a method to compute an index performance of such methods. Table 1 shows the 30 published works
analyzed. The numbers on the column No. Eight methods are designed to be invariant to only one variation,
and eight methods are not tolerant to any variation. The most considerable change in the works is E, followed
by P, I, and the less is R. The performances reported vary from good, No. Figure 1 illustrates the feature
extraction methods used in these papers, and Figure 2 shows the type of classifier used. It was observed that
feature extraction methods that represent data in sub- spaces are the most commonly used. Among the
classifier methods the Euclidean distance is the most used, followed by other methods, and the artificial neural
network method approach. The MIT data base is composed of face images involving variations on pose,
illumination and facial expression Weyrauch et al. Some examples of these data bases are shown in Figure 3.
List of analyzed references. Robustness analysis with respect to Pose, Illumination, Expression, and Rotation.
Analysis by classifier scheme. Since the experimentation to obtain the performance of the proposed method in
the analyzed works is different, it is difficult to achieve a comparison among the methods. Therefore, in order
to obtain a comparable performance index we proposed one. The proposed performance index assigns a
weight of 10 to the number of individual that can be recognized by the system and a weight of 90 to the
recognition performance. These weights were assumed arbitrarily and can be adjusted to a particular criterion.
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The performance index is defined as follows. Example of data base images. In Figure 4, the bars indicate the
recognition performance for each method, and the lines indicate the number of faces that each method can
recognize. It can be noticed that the performance of the method increases as the number of faces decreases and
vice versa. It can also be observed that the methods No. A summary of the two best methods is shown in Table
3. It shows the classifier type, and the face feature extraction method used. The best method tolerant to PIE
has a performance of From Table 3 it is observed that methods that appear more frequently among the best
face feature extraction are based on wavelets. It is also noticed that most of the methods are baseed on simple
classifiers like nearest-neighbor, which open the opportunity to investigate with other classifiers like support
vector machine, and artificial neural networks in order to improve their performance. General results of the
evaluation. Bars indicate the percentage of performance. Black lines indicate the number of individual that the
method can recognize. Summary of the two best methods. In the next section, we present important results on
human face perception theory that can be considered in the design of new FRS. Human facial perception
theory Notwithstanding the tremendous effort to solve the face recognition system, it is not possible yet, to
have a FRS that deploys effectively in unconstrained environments, tolerant to illumination, rotation, pose,
expression, noise, and viewing distance. The most efficient system without any doubt is the human system,
therefore, it makes sense to try to discover the secret of this system. However, aside from the diversity of
experiments and approaches, it is notorious that there is not a final conclusion about questions like; What
features does the brain use to recognize a face? From the psychological and neuroscience point of view there
exists evidence that humans are very sensible to face configuration, that is, relationship among the face
constituents, nose, mouth, eyes, etc. Figure 6 illustrates this phenomenon. Apparently the brain does not
perceive differences between a modified upright face and a normal face, Figures 6a and 6b. This is because for
the brain it is easier to process an inverted face. However, when the face that apparently does not have
differences in comparison with the normal face is rotated, we can perceive the differences between these two
faces, Figure 6c and 6d. This phenomenon indicates that it is possible that face perception is a holistic â€”
configural system, or configuration based. Holistic â€” inclusive is defined as the use of a part of an object
even though it is said to be ignored. On the other hand, holistic â€” configural is defined as the use of relations
among the parts of the object. Therefore, under a holistic â€” configural approach it is important to consider
those relationships to achieve a good recognition performance. Face Recognition Based on Human Visual
Perception Theories and Unsupervised ANN In other studies, the area of neuroscience has suggested that the
face recognition process is achieved in the brain by a specialized region Thompson, , Haxby et al. The laterar
fusiform gyrus or Fusiform Face Area, region shows activity during the face recognition task, but this activity
is not detected during object recognition Kanwisher, , Tong et al. Other evidence suggests a specific region in
the brain related to the face identification that is related to the disease called prosopagnosia. People with this
problem can recognize objects and face expressions but not faces. Notwithstanding all this research it is not
possible yet, to define a coherent theory for the face recognition process in humans. Nevertheless, some
works, Haxby et al. For example the work in Bower, indicates that newborns perceive a fuzzy world and they
resort to line and curve face shapes for face recognition. Figure 7 illustrates the perception and visual
sharpness of newborns during their development Brawn, The sequence is Figure 7a newborn, 7b four weeks,
7c eight weeks, 7d three months, and 7e six months. This could lead to the fact of why newborns have the
ability to recognize people using diffuse lines features. Newborn visual perception variation. Among those
points we can mention; human recognize familiar faces in very low resolution images, high â€” frequency
information by itself is insufficient for good face recognition performance, facial features are processed
holistically, pigmentation cues are at least as important as shape cues. These points are results of human visual
perception experiments that are related to the main idea presented in this section, and more details can be
found in that reference. Face feature lines, hough-KLT human facial perception theory Considering the
theories presented in section 3 we decided to implement a face recognition scheme based on facial features
containing information of the most prominent lines in low resolution faces. Besides the perceptual justification
of this theory, an engineering justification to use features lines are the works reported in Zhao et al. Besides,
other works show the advantages, like representation simplicity Singh et al. FFL are prominent lines in low
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resolution face images, and can be extracted using the Hough transform. The Hough transform is a
transformation that allows to detecting geometric patterns in images, like lines, circles, and ellipses. FFL can
be extracted from the HT by obtaining the maximum values in the transformation. We consider that four face
feature lines are enough to represent a face, based on the experiments related to the newborns vision system.
These four FFL have shown significant improvement in the performance of fuzzy face recognition systems
Chacon et al. The information of these four FFL will be included as components of the feature vector which is
defined with detail on further subsections. Figure 8 illustrates how the FFL are obtained. The feature vector
including the FFL is generated as follows: Find the four maximum peak of the HT. Obtain the four
characteristic lines coordinates. Encode the coordinates information by taking the value of the first coordinate
of the y i-th line, x1i and add it to 1i , and include the result to li. Take the value of the second coordinate of
the i-th line, x2 i and add it to y2i , and include the result to li. This reduction is achieved by the PCA that
transforms the representation space X into a new space Y, in which the data are uncorrelated. The covariance
matrix in this space is diagonal. The PCA method leads to find the new set of orthogonal axis to maximize the
variance of the data. The PCA transformation is accomplished by Step 1. The covariance matrix Cov X is
calculated over the input vectors set xi that corresponds to i facial images represented as vectors x.
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Note: Citations are based on reference standards. However, formatting rules can vary widely between applications and
fields of interest or study. The specific requirements or preferences of your reviewing publisher, classroom teacher,
institution or organization should be applied.

Show Context Citation Context Poses of each individual are sorted from profile to frontal Figure 1: Different
poses for one individual in the UMIST database that is divided into four different view-ranges shown by four
rows. Principal Component Analysis PCA is the most widely used unsupervised dimensionality reduc-tion
approach. In this paper, we propose novel robust PCA objective functions with removing optimal mean
automat-ically. Both theoretical analysis and empirical studies demonstrate our new methods can more
effectively reduce data dimensionality than pre-vious robust PCA methods. Nonlinear dimensionality
reduction techniques for manifold learning, e. This paper explores a multilevel framework with the goal of
reducing the cost of unsupervised manifold learning. In addition to savings in computation In addition to
savings in computational time, the proposed multilevel technique essentially preserves the geodesic
information, and so it can potentially improve on some manifold learning methods which do not preserve
isometry. An application to K-means clustering is also presented. Experimental results indicate that the
multilevel approach can be an appealing alternative to standard techniques. Purity and entropy values of
clustering results of ORL data set. We used cropped images of size by in our experiments. Figure 14 shows
sample images of the first individual. The proposed system employs a novel biometric hashing scheme that
uses our proposed quantization method. The proposed quantization method is based on error-correcting output
codes which are used for classification problems in th The proposed quantization method is based on
error-correcting output codes which are used for classification problems in the literature. We improve the
performance of the random projection based biometric hashing scheme proposed by Ngo et al. We evaluate
the performance of the novel biometric hashing scheme with two use case scenarios including the case where
an attacker steals the secret key of a legitimate user. Simulation results demonstrate the superior performance
of the proposed scheme. Preprocessing methods such as eye marking, alignment and head region masking are
not applied to the face images. Table 2 shows the number of face images used in the enrollment and test
phases. In this paper, we propose a novel face image hashing method based on a new technique called
discriminative projection selection. We apply the Fisher criterion for selecting the rows of a random projection
matri We apply the Fisher criterion for selecting the rows of a random projection matrix in a user-dependent
fashion. Moreover, another contri-bution of this paper is to employ a bimodal Gaussian mixture model at the
quantization step. Our simulation results on three different databases demonstrate that the proposed method
has superior performance in com-parison to previously proposed random projection based methods.
Simulation Results In this section, we discuss our experimental results. The Sheffield database has different
Rihani, Amit Bhandari, C. Abstract â€” Human Face Recognition has become a potential method of biometric
authentication because of its most non-intrusive and user-friendly nature. Automatic face recognition poses
various challenges due to: The proposed model uses a two pass method in which the input image is first
processed using conventional image processing filters to enhance it and then the edges are detected in the
image using convolution mask; which is further followed by face recognition using neural network. This helps
the model to achieve more accuracy and the whole process to be more efficient than simply applying neural
network model for face recognition. Abstract Human emotion detection is of substantial importance in a
variety of pervasive applications in assis-tive environments. Because facial expressions provide a key
mechanism for understanding and conveying emotion, automatic emotion detection through facial expression
recognition has attracted Because facial expressions provide a key mechanism for understanding and
conveying emotion, automatic emotion detection through facial expression recognition has attracted increased
attention in both sci-entific research and practical applications in recent years. Traditional facial expression
recognition methods normally use only one type of facial expression data, either static data extracted from one
single face image or motion-dependent data obtained from dynamic face image sequences, but seldom employ
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both. This work proposes to place the emotion detection problem under the framework of Discriminant
Laplacian Embedding DLE to integrate these two types of facial expression data in a shared sub-space, such
that the advantages of both of them are exploited. Due to the reinforcement between the two types of facial
features, the new data representation is more discriminative and easier to classify. Encouraging experi-mental
results in empirical studies demonstrate the prac-tical usage of the proposed DLE method for emotion
detection. Among a number of body languages conveying human emotion, facial expression is generally
recognized as the most straight Abstract In the paper we propose a novel method for incremental visual
learning by combining reconstructive and discriminative subspace methods. The combined subspace consists
of a truncated PCA subspac The combined subspace consists of a truncated PCA subspace and a few
additional basis vectors that encompass the discriminative information, which would be lost by the discarded
principal vectors. As such it contains both sufficient reconstructive information to enable incremental learning,
and the previously extracted discriminative information to enable efficient classification as well. We
demonstrate that we are able to efficiently update the current model with new instances of the already learned
classes as well as to introduce new classes. It is possible to add images of already known categories and to add
new categories. It consists of 20 persons with at least 19 images of each individual and the images cover poses
from profile to frontal views. We took 9 images every second one of each person for training e.
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5: 5 Applications of Facial Recognition Technology - Disruption Hub
In recent years face recognition has received substantial attention from both research com-munities and the market, but
still remained very challenging in real applications. A lot of face recognition algorithms, along with their modifications,
have been developed during the past decades.

As strange as it sounds, our physical appearances can now verify payments, grant access and improve existing
security systems. Facial biometrics are gradually being applied to more industries, disrupting design,
manufacturing, construction, law enforcement and healthcare. How is facial recognition software affecting
these different sectors, and who are the companies and organisations behind its development? Online shopping
and contactless cards are just two examples that demonstrate the seamlessness of postmodern purchases.
Facial recognition is already used in store and at ATMs, but the next step is to do the same for online
payments. Chinese ecommerce firm Alibaba and affiliate payment software Alipay are planning to apply the
software to purchases made over the Internet. Access and security As well as verifying a payment, facial
biometrics can be integrated with physical devices and objects. Apple, Samsung and Xiaomi Corp. This is
only a small scale example, though. In future, it looks like consumers will be able to get into their cars,
houses, and other secure physical locations simply by looking at them. Jaguar is already working on walking
gait ID â€” a potential parallel to facial recognition technology. Other corporations are likely to take advantage
of this, too. Innovative facial security could be especially useful for a company or organisation that handles
sensitive data and needs to keep tight controls on who enters their facilities. Criminal identification If
FaceTech can be used to keep unauthorised people out of facilities, surely it can be used to help put them
firmly inside them. This is as useful as it is creepy, giving law enforcers another way of tracking criminals
across the country. AI equipped cameras have also been trialled in the UK to identify those smuggling
contraband into prisons. Advertising The ability to collect and collate masses of personal data has given
marketers and advertisers the chance to get closer than ever to their target markets. FaceTech could do much
the same, by allowing companies to recognise certain demographics â€” for instance, if the customer is a male
between the ages of 12 and 21, the screen might show an ad for the latest FIFA game. Grocery giant Tesco
plans to install OptimEyes screens at petrol stations in the UK to deliver targeted ads to customers. Being
classified as the wrong age or gender is far less amusing than having your name spelt wrong on a Starbucks
cup. This would alleviate the ongoing strain on medical centres by slashing waiting lists and streamlining the
appointment process. The question is, would you really want to find out you had a serious illness from a
screen? Another application of facial biometrics within healthcare is to secure patient data by using a unique
patient photo instead of passwords and usernames. Of course, FaceTech is by no means foolproof. Gaining
access to possessions using physical traits could even be counterintuitive for security. A face, as social robots
like Nadine have shown us, is easily replicated. And when it comes to public adoption, some people are
reluctant to switch to contactless cards, let alone abandon them completely. For the most part, though, facial
recognition technology seems to be encouraging a more seamless relationship between people, payments and
possessions.
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6: Facial Recognition and its Applications - Data Science Central
Because facial expressions provide a key mechanism for understanding and conveying emotion, automatic emotion
detection through facial expression recognition has attracted increased attention in both sci-entific research and practical
applications in recent years.

It contains algorithms which can be used to perform some cool stuff. In this guide I will roughly explain how
face detection and recognition work; and build a demo application using OpenCV which will detect and
recognize faces. Also, there is a nice video of the result at the end. Theory Face Detection As can be assumed,
detecting a face is simpler than recognizing a face of a specific person. In order to be able to determine that a
certain picture contains a face or several we need to be able to define the general structure of a face. Luckily
human faces do not greatly differ from each other; we all have noses, eyes, foreheads, chins and mouths; and
all of these compose the general structure of a face. Consider the following 5 figures: Each of these figures
represents a general feature of a human face. Combining all the features together we, indeed, receive
something that resembles a face. By determining if each of these features is similar to some part of our picture,
we can conclude if the picture contains a face or not. Notice that this does not have to be an accurate match;
we just need to know if, roughly, each of these features corresponds to some part of the image. The technique
used for this purpose is Template Matching. By gathering statistics about which such features compose faces
and how, we can train our algorithm to use the right features in the right positions; and thus detect faces. See
in the figures below how the above features can be used to detect a face namely, the face of President Barack
Obama. In order for this process be quick, we design it in such a way that we first check the coarse features
which represent the coarse structure of a face; and only if these features match, we continue to the next
iteration and use finer features. In each such iteration we can quickly reject areas of the picture which do not
match a face, and keep checking those which we are not sure about. In every iteration we increase the certainty
that the checked area is indeed a face, until finally we stop and make our determination. In other words, rather
than determining if the image does contain a face, we can more quickly determine if the image does not
contain a face; because eliminations can be done quickly, while acceptance of faces will require more time.
We call such a process a cascading process. The method depicted here is an over-simplified description of the
Viola-Jones method also known as Haar cascades. A very nice visualization of this method can be seen in the
following video by Adam Harvey. Face Recognition The difference between face detection and recognition is
that in detection we just need to determine if there is some face in the image, but in recognition we want to
determine whose face it is. In the above example we detected a face, which we recognize as President Obama.
In order to understand the methods for recognizing faces, more advanced mathematical knowledge is required;
namely linear algebra and statistics. OpenCV provides three methods of face recognition: All three methods
perform the recognition by comparing the face to be recognized with some training set of known faces. In the
training set, we supply the algorithm faces and tell it to which person they belong. When the algorithm is
asked to recognize some unknown face, it uses the training set to make the recognition. Each of the three
aforementioned methods uses the training set a bit differently. Eigenfaces and Fisherfaces find a mathematical
description of the most dominant features of the training set as a whole. LBPH analyzes each face in the
training set separately and independently. An example training set: By combining elements of this basis we
can compose every vector in this vector space. And vice versa, every vector in the vector space can be
decomposed to the elements of the basis. Images grayscale are nothing more than a series of numbers, each
number corresponding to some intensity level. So why not treat images as vectors? We can now talk about the
vector space in which these vectors reside. By treating the images as samples of data, we can perform a
Principal Components Analysis and obtain the eigenvectors which make up the basis of the vector space.
Principal components of a dataset Source: These eigenvectors represent the most prominent features of the
dataset, and since we talk about face images, the eigenvectors actually represent the strongest characteristics of
the faces in the dataset. See for example the first 8 eigenvectors of the dataset from above: To extract the
eigenfaces of the training set I wrote a small Matlab script which can be obtained here. In LBPH each images
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is analyzed independently, while the eigenfaces method looks at the dataset as a whole. The LBPH method is
somewhat simpler, in the sense that we characterize each image in the dataset locally; and when a new
unknown image is provided, we perform the same analysis on it and compare the result to each of the images
in the dataset. The way which we analyze the images is by characterizing the local patterns in each location in
the image. Following is such a local binary patterns analysis on each of the images of the dataset from above:
To extract the local binary patterns of the training set I used this Matlab script. Demo Application For the
purpose of this guide, and to make it interesting, we will build an application which given a video file and a
person, seeks this person in the video. Formally, we define the following inputs and outputs of our application:
We will use the dataset of the faces of President Barack Obama presented earlier. A video file which is
identical to the original video, except that the face of the recognized person is in a green circle, and
unrecognized faces in red circles. A CSV file which gives the recognition confidence for each recognized face
in each frame of the video. The Plan Before we start coding, we better understand the different components in
our application. As was already mentioned, our goal is to determine in which frames of the video our chosen
person appears. We also want to create two output files, a video in which the faces are circled in green or red
depending upon the person to which the face belongs , and a CSV file with the confidence level of each face in
each frame. For this, I propose the following scheme: Read the next frame of the input video. Detect all the
faces in the frame. Try to recognize each of the detected faces as our chosen person. If successful, draw a
green circle around the face. Otherwise, draw a red circle. Write the confidence level of each face in the frame
to a CSV file. Repeat steps until no more frames in the input video. Evidently, our application should have the
following major components:
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7: Applications - Cognitec
Face recognition has been an active area of research in image processing and computer vision due to its extensive
range of prospective applications relating to biometrics, information security, video surveillance, law enforcement,
identity authentication, smart cards, and access control systems.

This article will provide a short how-to for building a basic facial recognition application using the Face API.
Additionally, the code samples provided, while functional, are provided for reference and are not
production-ready code. To perform facial recognition, you need something with which to compare the image.
All this preparation is needed before you get to the Facial Recognition application. The first code sample
below will demonstrate the process of building out a PersonGroup. Once we have our people and faces stored
in Azure, we can move to the Facial Recognition part of this process. The image will be analyzed and any
faces detected will be stored in Azure for 24 hours using a unique FaceId a guid that is returned to the calling
application. The Detect method will detect up to 64 faces. While the Detect method will return up to 64 faces,
the Identify method will only accept up to 10 FaceIDs for facial matching. Contract; using System; using
System. Result; Person person; if! Face nuget package, we can write the facial recognition application in just 7
lines of code. Face; using System; using System. WriteLine "No faces found. Using Microsoft Cognitive
Services, developers can focus on creating advanced, cloud-connected applications that provide functionality
that previously unavailable to them. Did you know we are hiring developers? Send us your resume today recruiting marathonus. He has been working as a software developer in Virginia Beach for over 30 years. Jeff
also spent 15 years as a volunteer scuba diver at the Virginia Aquarium and served on the Board of Directors
for Kempsville Volunteer Rescue Squad. He lives in Virginia Beach with his wife, April, and 2 dogs.
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8: Face Recognition Based on Human Visual Perception Theories | Pablo Rivas Perea - www.enganchecub
OpenCV offers a good face detection and recognition module (by Philipp Wagner).It contains algorithms which can be
used to perform some cool stuff. In this guide I will roughly explain how face detection and recognition work; and build a
demo application using OpenCV which will detect and recognize faces.

The novelty of the IGF method comes from i the derivation of independent Gabor features in the feature
extraction stage, and ii the development of an IGF features-based Probabilistic Reas The novelty of the IGF
method comes from i the derivation of independent Gabor features in the feature extraction stage, and ii the
development of an IGF features-based Probabilistic Reasoning Model PRM classification method in the
pattern recognition stage. In particular, the IGF method first derives a Gabor feature vector from a set of
downsampled Gabor wavelet representations of face images, then reduces the dimensionality of the vector by
means of Principal Component Analysis PCA , and finally defines the independent Gabor features based on
the Independent Component Analysis ICA. The independence property of these Gabor features facilitates the
application of the PRM method for classification. The rationale behind integrating the Gabor wavelets and the
ICA is two-fold. On the one hand, the Gabor transformed face images exhibit strong characteristics of spatial
locality, scale and orientation selectivity. These images can thus produce salient local features that are most
suitable for face recognition. On the other hand, ICA would further reduce redundancy and represent
independent features explicitly. These independent features are most useful for subsequent pattern
discrimination and associative recall. Show Context Citation Context The FERET evaluation compared
recognition rates for different semi-automated and automated face recognition algorithms. We extend FERET
by considering when differences in recognition rates are statistically distinguishable subject to changes in test
imagery. Nearest Neighbor classifiers using princi Nearest Neighbor classifiers using principal component and
linear discriminant subspaces are compared using different choices of distance metric. Probability
distributions for algoriithm recognition rates and pairwise differences in recognition rates are determined using
a permutation methodology. The principal component subspace with Mahalanobis distance is the best
combination; using L2 is second best. Choice of distance measure for the linear discriminant subspace matters
little, and performance is always worse than the principal components classifier using either Mahalanobis or
L1 distance. We make the source code for the algorithms, scoring procedures and Monte Carlo study available
in the hopes others will extend this comparison to newer algorithms. In comparison, however, far more is
written each year about new and different algorithms. Thus, while the literature on algorithms is vast, little has
been written about using modern statistical methods [2] to measure uncertainty in perfo Sensitivity to
variations in illumination is a fundamental and challenging problem in face recognition. In this paper, we
describe a new method based on symmetric shape-from-shading SSFS to develop a face recognition system
that is robust to changes in illumination. The basic idea of this approach The basic idea of this approach is to
use the SSFS algorithm as a tool to obtain a prototype image which is illumination-normalized. It has been
shown that the SSFS algorithm has a unique point-wise solution [25]. But it is still difficult to recover accurate
shape information given a single real face image with complex shape and varying albedo. In stead, we utilize
the fact that all faces share a similar shape making the direct computation of the prototype image from a given
face image feasible. Finally, to demonstrate the efficacy of our method, we have applied it to several publicly
available face databases. FACS coding is presently performed manually by human experts, it is slow, and
requires extensive training. Automating FACS coding could have revolut Automating FACS coding could
have revolutionary effects in our understanding of human facial expression and on the development of
computer systems that understand facial expressions. Two teams, one at University of California San Diego
and the Salk Institute, and another at University of Pittsburgh and Carnegie Mellon University, were
challenged to develop prototype systems for automatic recognition of spontaneous facial expressions.
Working with spontaneous expressions required solving technical and theoretical challenges which had not
been previously addressed in the field. This document describes the system developed by the UCSD team. The
approach employs 3-D pose estimation and warping techniques to reduce image variability due to general
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changes in pose. Machine learning techniques are then applied directly on the warped images or on
biologically inspired representations of these images. No efforts are made to detect contours or other
hand-crafted image features. This system employed general purpose learning mechanisms that can be applied
to recognition of any action unit. The approach is parsimonious and does not require defining a Show Context
Citation Context For expression recognition, it may be even more important to remove variations in face
shape. An example output of the face rotation and warping system is shown in Figure 8. Zhao, Rama
Chellappa , " In this paper, we describe a new method based on symmetric shape-from-shading SFS to
develop a face recognition system that is robust to changes in illumination. The basic idea of this approach is
to use the symmetric SFS algorithm as a tool to obtain a prototype image which is illumination-normalized.
Applying traditional SFS algorithms to real images of complex objects in terms of their shape and albedo
variations such as faces is very challenging. It is shown that the symmetric SFS algorithm has a unique
point-wise solution. In practice, given a single real face image with complex shape and varying albedo, even
the symmetric SFS algorithm cannot guarantee the recovery of accurate and complete shape information. For
the particular problem of face recognition, we utilize the fact that all faces share a similar shape making the
direct computation of the prototype image from a giv In recent years face recognition has received substantial
attention from both research com-munities and the market, but still remained very challenging in real
applications. A lot of face recognition algorithms, along with their modifications, have been developed during
the past decades. A number of typical algorithms are presented, being categorized into appearance-based and
model-based schemes. For appearance-based methods, three linear subspace analysis schemes are presented,
and several non-linear manifold analysis approaches for face recognition are briefly described. A number of
face databases available in the public domain and several published performance evaluation results are
digested. Future research directions based on the current recognition results are pointed out. The machine
learning and computer graphics communities are also increasingly involved in face recognition. This common
interest among researchers working in diverse fields is motivated by our Face detection and modeling for
recognition by Rein-lien Hsu, Rein-lien Hsu , " We have proposed two automated recognition paradigms to
advance face recognition technology. Three major tasks involved in face recognition systems are: We have
developed a face detection algorithm for color images in the presence of various lighting conditions as well as
complex backgrounds. Our detection method first corrects the color bias by a lighting compensation technique
that automatically estimates the parameters of reference white for color correction. We overcame the difficulty
of detecting the low-luma and high-luma skin tones by applying a nonlinear transformation to the Y CbCr
color space. Our method generates face candidates based on the spatial arrangement of detected skin patches.
We constructed eye, mouth, and face boundary maps to verify each face candidate. Ex-perimental results
demonstrate successful detection of faces with different sizes, color, position, scale, orientation, 3D pose, and
expression in several photo collections. This common interest among researchers working in diverse fields is
motivated by our remarkable ability to recognize people although in case of certain rare brain disability, e.
This paper advances an integrated learning and evolutionary computation methodology for approaching the
task of learning the face space. The methodology is geared to provide a framework whereby enhanced and
robust face coding and classification schemes can be derived and evaluated using both machine The
methodology is geared to provide a framework whereby enhanced and robust face coding and classification
schemes can be derived and evaluated using both machine and human benchmark studies. In particular we
take an interdisciplinary approach, drawing from the accumulated and vast knowledge of both the computer
vision and psychology communities, and describe how evolutionary computation and statistical learning can
engage in mutually beneficial relationships in order to define an exemplar Absolute -Based Coding ABC
multidimensional face space representation for successfully coping with changing population face types, and
to leverage past experience for incremental face space definition. Automated human face recognition is
required in numerous applications. Methods that combine 2D and 3D modalities also exist. These innovations
have advanced the field and have created novel areas of investigation. The chapter also identifies open
problems and directions for future work in the area. Two dimensional face recognition systems are easy to
construct with relatively cheap off-the-shelf components, but they are inadequate for robust face recognition.
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The Face Recognition Vendors Test These algorithms are related to detection of the most informat These
algorithms are related to detection of the most informative image regions, spatially non-uniform representation
of visual information, and context encoding of primary features. These systems aresoriented to two main
application tasks. Thesformer is related to the problems of sanctionedsaccess when the first type recognition
errors falsely positive identification should be

Page 16

FACE RECOGNITION FROM THEORY TO APPLICATIONS pdf
9: Top 5 Applications of Facial Recognition | BiometricUpdate
Face recognition (see [6, 33] for recent surveys) has a number of strengths to recommend it over other biometric
modalities in certain circumstances, and corresponding weaknesses that make it an inappropriate choice of biometric.

View Blog Facial Recognition Facial recognition technology was always a mythical concept that we thought
could be a tool that could solve many of our problems but would never see the light of day. Today, facial
recognition is everywhere and is a part of the everyday technology that we use. It has moved from being a
fictional concept to being a part of our everyday lives. How does Facial Recognition Work? Facial recognition
is a variation of biometric software that can verify or identify a person through a digital image. This is done as
the software mathematically maps out their features and saves this information like a fingerprint. In order to
recognize correctly, the facial recognition software performs 3 key steps: Detect the face Scan and create
fingerprints Match and Verify Think of it as a visual search engine. Even in a very busy or crowded
environment, the technology makes use of key factors to identify the right individual. The applications of
facial recognition can be across multiple domains and based on how you use it, it may work really well for
you or may not work at all. Security and Identity Management Countries like the US and Australia have built
huge databases of their residents by registering them through their driver registration or through a compulsory
registration. The US has a database that has million on it. It is one of the largest databases in the world. This
helps them keep track of the identities of their residents and seek out the illegal immigrants. The Aadhaar
initiative in India was done on the back of having a digital database. China has facial recognition systems all
over the country to prevent their residents from jaywalking at intersections. When it comes to the question of
security, facial recognition software can read expressions and emotions and can even thwart or apprehend
suspicious activity. The railways, airports and other areas of vulnerability can be kept safe with facial
recognition. Human emotion is recognized from facial expressions by these emotional recognition systems.
Take the case of a retails store, repeat customers can be recognized by the software and prompt the sales
people to greet them by name, thereby enhancing their shopping experience. How Marketing Benefits We
humans have the ability to distinguish clearly between two individuals. Tailored marketing messages can be
created for these spaces once customer segmentation is done This can be put to use even in the digital space.
This however will need to take place in a natural environment to yield good quality data. In Healthcare One of
the greatest advantages of facial recognition is that it is contactless. This enables a wide range of applications
to be possible. Identity management using genetic screening while checking into clinics, hospitals or other
medical facilities becomes extremely easy. Authorization of transactions by insurance companies also
becomes easier and much faster as the medical records can be fetched in seconds. Bringing telemedicine to the
world can be a possibility as facial recognition can power emotion and sentimental analysis to work in mental
healthcare environments. The World of Finance and Authentication Facial recognition can most definitely
disrupt the point of sale payments, there would be no swiping of the cards and no waiting in queues. For the
financial services industry, this would be a huge boon. Customers today are demanding digital solutions that
are customer-centric. As selfish as that may sound, facial recognition is the answer to it. Facial recognition can
be used as second factor of authentication in mobile banking. In cases of senior citizens who need to provide
proof of life to be eligible for pension, facial recognition would save the day. A Few Things to Bear in Mind:
An advanced analytics technique as promising as facial recognition will definitely have a few glitches. Today,
this technology leaves us wanting more in terms of accuracy. Another issue with facial recognition may be
privacy and consent. There are millions of laws across human rights, technological privacy and a lot more that
need to be taken into account before implementing something like this. Acquiring consent while introducing
this technology may be difficult. However with databases of Snapchat, Facebook and LinkedIn being at
million, 3 billion and million respectively, this concern may not be insurmountable after all. Facial recognition
is just like how we used to talk about AI a few years back. The technologies that come out are not mutually
exclusive but are actually built on top of one another.
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