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Now you can custom-build your own server security system with Solaris 9. This popular operating system allows you to
choose the features that fit the unique needs of your business.

In this article, I will explore a few of these new features with the goal of helping you create a more secured
system as soon as possible. Because the features covered here are part of the standard Solaris distribution, they
are fully supported and will be enhanced over time. The reference material provided in this article has been
borrowed heavily from the existing Solaris 9 OE System Administration documentation as well as public
whitepapers and BluePrints to which you can refer for more in-depth information. Network Security The
following technologies will help protect your system from network-based attacks. This list is certainly not
exhaustive, but it is a beginning. Secure Shell provides encryption, privacy and public key authentication of
hosts and userid as a replacement for the less secure commands, such as telnet, rsh, rcp, etc. Many of the
basics are already done for you. Here are some commands: Enter a password that you want to use to lock this
key: Enter passphrase empty for no passphrase: The key fingerprint is: RSA key fingerprint in md5 is: Fri Jul
20 You have an encrypted, secured remote session on the remote server. This is an easy way to restrict
in-bound connections to your server to be from particular domains. TCP Wrappers does not limit out-bound
connections from your server. To begin, enable it in the inetd configuration file and restart the inetd process:
Kill and restart the inetd process: ALL Initial TCP Header Sequence Randomization Each TCP-based
connection to a server can result in a return packet with a unique number, known as a sequence number, which
helps both the client and the server track the state of the connection. Obviously, this could lead to data
corruption and other problems. Solaris has long had the ability to randomize the initial sequence number, and
in Solaris 9 OE, this has been improved with the addition of even more randomization. Again, this is not an
exhaustive list, and I recommend checking the references at the end of this article for additional information
before configuring anything on your production systems. It is a way of providing non-privileged users with
just the power they need to get their jobs done. To understand RBAC, you need to understand a few terms
first. A role in the Solaris OE is just like a normal userid, except that it cannot be logged into anonymously;
users must log in as a known user first, then assume a role through the su command or through an application
that uses the RBAC API. The definition of roles is site specific and typically consists of a role name, a list of
usernames assigned to that role, optional authorizations, and one or more execution profiles. For example, a
user may have the authorization to create new users on the system, and that authorization will be checked by
the Solaris Management Console. Here is a quick example of what one can do with RBAC. In an emergency,
the root role can be logged into directly only in single-user mode on the physical console device. RBAC is
more fully explained in the whitepaper referenced at the end of this article, in the rbac 5 man page, and in the
System Administration Guide: Advanced System Administration documentation, on http: This allows you to
create a smaller, more customized, and less exposed install of the Solaris OE. Previously, functions such as the
Telnet client and server could be disabled, but not cleanly removed from the Solaris OE. Management of these
new packages is done through the normal Solaris pkgadd and pkgrm commands. Here is an example of
removing the telnet server components while leaving the telnet client on the systems. Effectively, users may
telnet out of a server, but no one can telnet in: List the packages related to the telnet services: Unable to
connect to remote host: Connection refused To restore the telnet server to the system, you will need to pkgadd
the two server packages from the Solaris 9 OE media or from another distribution source e. Updated versions
of the Solaris Security Toolkit software will take advantage of this new package granularity. Stack Buffer
Overflow Protection Per File Buffer overflows are a far too common occurrence in the security vulnerability
world, and there are ways to limit the scope of these threats. Starting with the Solaris 2. This is known as a
stack buffer overflow vulnerability. Execution of this code is one way crackers can gain access to processes
running as root. In the Solaris 9 OE, this capability is extended to individual processes and can be compiled
into the programs so that they are protected against stack buffer overflow vulnerabilities even if the
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system-wide switch is not turned on. Most of the core setuid-enabled applications in the Solaris 9 OE have
been compiled with this feature turned on. You can also compile your own applications with this protection
enabled. Any program that attempts to execute code on the stack will be sent a signal and will exit, also
causing the system to log the event via syslog. There is the possibility that some older, bit applications may try
to execute code on the stack, thus this feature is not enabled by default. To compile your own applications to
have stack buffer overflow protection enabled, simply add a linker map file during your compile or link
process: Certainly this article is not a comprehensive review of Solaris security, and some significant items
were not discussed, such as:
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Solaris 9 Security gives you the knowledge to maximize the benefits of Solaris products to keep your network safe and
gain the competitive edgeToday, there is more at stake when conducting e-business.

The Solaris 9 client-server model 1. Servers A Solaris 9 network uses a client-server model. A server is a host
that provides services or file systems to other systems â€” which are called clients â€” in a network. An
example of a Solaris application that uses the client-server model is a preconfigured JumpStart server that
installs JumpStart clients automatically when you connect them to a network. Types of servers include: Mail
servers transfer e-mail to and from a local and remote networks. Clients Clients in a client-server model can be
diskless clients A diskless Solaris client has no hard disk. It stores data on the server where it mounts its root,
user, and home file systems. Because it runs applications from a server, it generates network traffic and uses
up virtual memory. AutoClient systems An AutoClient system is a client that contains no permanent data, with
administration and installation overheads similar to those of a diskless client. This type of client can be
configured to access its local cache even when the server is not available. However, it relies on the server to
access applications and other file systems. The desktop runs on the server and appears on the appliance
display. The server houses all file systems and software applications for the appliance to allow centralized
administration and resource sharing. As with an AutoClient system, an appliance contains no permanent data.
It can operate independently because it has its own hard disk with the root, user, and export home directories,
as well as its own swap space. You can measure the relative performance of different systems in terms of how
well the configuration performs on the desktop, and whether adding systems affects the performance of other
systems already on the network. In terms of allowing centralized administration, an appliance, an AutoClient
system, and a diskless client are equally efficient. But because a standalone client allows local processing, you
can use it for tasks such as offline reporting. The stages can be viewed as distinct layers through which the
data moves, with each layer altering the data in a small way before moving it to the next. The layers are
referred to collectively as a stack. It is not itself a functional stack, but it defines seven layers of
communications functionality that are widely adhered to. The actual implementation and programming of
these layers differs from platform to platform. The OSI stack is made up of the application, presentation,
session, transport, network, data-link, and physical layers. The OSI model is made up of the following layers:
This allows data to be independent of operating system architecture. It provides error detection and correction,
and frames data packets with handling information. It also formats data to be independent of architecture
before passing it to other layers. Communication When you send data from one computer to another, the data
passes through each layer of the protocol stack. At each layer, the relevant software adds information headers
or trailers to the data, to make sure it arrives at its intended destination. This process of adding headers and
trailers is called data encapsulation. You click Send, and the application layer formats the user data â€” in this
case your e-mail â€” and sends it to the transport layer. The transport layer adds a transport header to the user
data. The transport layer then passes the data to the internet layer. The internet layer adds an internet header to
the data. This contains the address of the local machine and the address of the destination machine. The
internet layer then passes the data to the network interface layer. After the header and trailer are added, the
network interface layer passes the data to the hardware layer. The hardware layer converts the data into
packets suitable for transmission, and sends them to their destination over the network. At the destination
machine, the hardware layer receives the packet, unpacks it, and passes it to the network interface layer. If the
data is intact, the network interface layer strips the network interface header and trailer off the data and passes
it to the internet layer. The internet layer strips the internet header off the data and passes it to the transport
layer. The transport layer reads the transport header to determine which process or application should receive
the data. Then it strips the transport header off and passes the data to the application layer, where the data
arrives at its intended destination. The internet layer features the Internet protocol IP , which is capable of
addressing formatting and fragmentation addressing The IP protocol tags data packets with source and
destination internet addresses. Each datagram is numbered and tagged with information about how big the
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reassembled data should be. It ensures that data arrives in the same order it was sent, and it establishes a direct
connection to a receiving machine to confirm each datagram transmission. Because of its reliable receipt
confirmation methods, TCP is the most widely used delivery protocol on the Internet today. It provides no
methods for verifying that data is being received. Because of this, UDP is generally used by applications that
transmit only very small amounts of data. A wide variety of protocols can exist at the application layer,
including applications you may be running, or services you may have installed.
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No part of this book may be reproduced or transmitted in any form or by any means, electronic or mechanical,
including photocopying, recording, or by any information storage or retrieval system without written
permission from Premier Press, except for the inclusion of brief quotations in a review. The Premier Press
logo and related trade dress are trademarks of Premier Press and may not be used without written permission.
All other trademarks are the property of their respective owners. Premier Press cannot provide software
support. Premier Press and the author have attempted throughout this book to distinguish proprietary
trademarks from descriptive terms by following the capitalization style used by the manufacturer. Information
contained in this book has been obtained by Premier Press from sources believed to be reliable. However,
because of the possibility of human or mechanical error by our sources, Premier Press, or others, the Publisher
does not guarantee the accuracy, adequacy, or completeness of any information and is not responsible for any
errors or omissions or the results obtained from use of such information. Readers should be particularly aware
of the fact that the Internet is an ever-changing entity. Some facts may have changed since this book went to
press. Heather Hurley Book Production Services: With its unique business model and technology-creation
capabilities, NIIT delivers software and learning solutions to more than 1, clients across the world. A rigorous
instructional design methodology is followed to create engaging and compelling course content. NIIT trains
over , executives and learners each year in information technology areas using stand-up training, video-aided
instruction, computer-based training CBT , and Internet-based training IBT. NIIT has developed over 10,
hours of instructor-led training ILT and over 3, hours of Internet-based training and computer-based training.
Through the innovative use of training methods and its commitment to research and development, NIIT has
been in the forefront of computer education and training for the past 20 years. Quality has been the prime
focus at NIIT. Most of the processes are ISO certified. Acknowledgments My parents and my brother Dennis,
who have been a strong support to me while I worked long hours to complete this book. They really helped me
bring out the best in the book. Thank you, dear parents, for your support. My project manager, Anita Sastry,
has worked meticulously, reviewing and giving valuable inputs to the book. Without her help, the book would
not have been in its present form. Thank you, Ginny Kaczmarek, for editing the book so well. Your valuable
inputs on the book make it a wonderful book! I would also like to thank Stacy Hiquet for making this book
happen in the first place. She has provided active support in all developmental stages of the book. My special
thanks also go out to Tanuj Jain and Pankaj Sharan who provided valuable technical inputs for the book. I
would also like to thank Pallavi Jain and Harpreet Sethi for helping me out with some important chapters of
the book. During his tenure at KSB, Ashish has had the opportunity to work on various technical assignments.
His work involves designing, developing, testing, and implementing instructor-led training courses. He has
developed learning materials for audiences with profiles ranging from network administrators to programmers.
When not at work, Ashish enjoys reading and acting in plays. This page intentionally left blank Contents at a
Glance Introduction. One of the main reasons for its popularity is its enhanced security. Solaris 9 protects
systems from internal and external security threats by restricting access to system data, authenticating and
encrypting interactive sessions with the Solaris operating environment, and supporting protocol for password
updates, regardless of the platform. With the enhanced security mechanisms in Solaris 9, you select the
technologies you want to implement and the level of security of your network. The intended readers of this
book are network administrators whose job responsibilities include setting up security, monitoring, security
maintenance, and other advanced management and maintenance tasks. The book starts by covering basics and
then moves on to discuss the intricacies of securing Solaris systems and networks. It also includes tips, notes,
and review questions to make reading fun for you, as well as real-life examples that enable you to easily relate
to situations in your working environment. The book provides you with comprehensive knowledge about the
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security features available in Solaris 9. At the end of each chapter, detailed explanatory concepts and questions
help you to check your understanding. This book will be of immense help for both novice users who have a
basic knowledge about the Solaris platform and experienced administrators who wish to efficiently handle
their roles. This book is for people managing the following positions: They discuss the need for security, basic
security guidelines, and cryptography. These chapters discuss the available cryptographic techniques and
particularly focus on the cryptographic techniques implemented in Solaris 9, such as PDP, SHA, and MD5.
The chapters also discuss the information security tools available in Solaris, such as TCP wrappers, rpcbind,
and Crack. They also discuss implementing security for Web and e-mail services. The Appendices section in
this book gives you real-life relevance about Sun Solaris 9 security concepts and their implementation.
Separate appendices cover FAQs, tips and tricks, and disaster recovery. The various conventions used in the
book include the following: Tips provide special advice or unusual shortcuts with the operating system. Notes
give additional information that may be of interest to the reader but is not essential to performing the task at
hand. Cautions are used to warn users of possible disastrous results if they perform a task incorrectly. All new
terms have been italicized and then defined as a part of the text. An Overview Chapter 1 Security: They want
faster internal networking, better services for remote users, efficient communication, and a share of the global
market. If a company is involved in e-commerce, a faster and more secure network becomes a necessity. Years
ago, when the scope of computer networks had not fully evolved, all the computers were confined to one
physical location. It was easy to administer a network and to ensure security because only the physical security
of resources had to be ensured. This increase in the scope of computers has created a requirement for securing
the servers that are critical to your business or are a part of your network. I Security plays an important role in
protecting the integrity of information on your network. However, what exactly is security? This chapter will
guide you through the need for security, the principles behind security, and the intricacies of implementing
security. Need for Security The first question that comes to mind is, What is security? It is important to
understand what security means before implementing it in your network. Implementing security means
creating a comprehensive security plan that determines which resources should be protected and the measures
that you need to take in case the plan fails. Security plans fail due to their inherent weaknesses, which lead to
attacks on the network. The primary source of information about the attacks can be gathered from the history
of previous attacks. When these attacks are detected, they help you to identify the weaknesses in the existing
security measures. You can then implement the appropriate measures to eliminate the weaknesses. You must
properly document the information about each attack and the solutions implemented to protect the network
from the attack. This documentation provides a warning to others who might otherwise face similar attacks.
All of these measures help to formulate an effective security policy. However, you must also remember that
implementing a security policy is only a first step. The Solaris operating system provides the facility for
logging the activities of a user or the system at the basic level. It also provides the facility to log the result.
You could also audit instances of successful and failed read-write operations or deletions. A workstation is the
lowest level at which you can implement security. A workstation might store confidential information, and
multiple workstations can connect to create a network. Therefore, the security of an individual workstation
may be critical for the security of the network. Most workstations require the proper application of user rights
and permissions. You need to ensure that only authorized users have the right to log on to the workstation.
You also need to ensure that if multiple users need to log on to a workstation, each authorized user has a valid
user account. You can then apply separate levels of user rights for each login based on the security
requirements of your organization. In the same way that you need to secure access to a workstation, you also
need to secure access to the documents stored on a workstation. You can implement document-level security
by assigning appropriate access rights. A document or folder can have any combination of the three access
permissions: Read, Write, and Execute. You can assign any combination of these rights to different users.
These rights restrict or provide access to users for documents or folders. You can assign different rights to
different user accounts for a folder or document. For example, user A might have the Read access to the
Accounts folder but might not have the right to update the information. However, user B might have all three
access rights to the folder. At the network level, you need to ensure the security of network servers. Some
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examples of network servers are application servers, database servers, Web servers, and other business-critical
servers that are essential for the successful functioning of a business. The main services provided by network
servers are application and data storage. They provide these services to the other computers on the network by
allowing them restricted access. They also provide authentication and e-mail services for the network. Due to
their centralized location on the network, the network servers also store confidential information related to the
organization.
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Datasheet Security in the Solarisâ„¢ 9 Operating System P 2 SunScreenâ„¢ Software Designed for access control,
authentication, and network data encryption, SunScreenâ„¢

These parameters implement concepts that are similar and independent of the protocol. The range of these
privilege ports can be increased. Specific ports can also be marked as privileged. The Solaris OE also provides
a mechanism to define the range of dynamically assigned ports. These ports are commonly referred to as
ephemeral because they are typically short-lived and primarily exist for outbound network connections. The
upper and lower bound of this port range can be adjusted. Adding Privileged Ports The Solaris 2. Additionally,
the Solaris 2. Some services operate with superuser privilege outside the privileged port range. The NFS
server process nfsd attaches to port Unfortunately, an attacker without superuser privilege can start a server
process on a system that normally does not operate as an NFS server. This nonprivileged process can offer a
false NFS service to unsuspecting clients. There are other services and applications that operate outside the
standard privileged port range as well. It is used to specify the smallest nonprivileged port number. It is also
possible to specify additional privileged ports. The current list of privileged ports can be viewed using these
ndd commands: These two ports are the default additional privileged ports for the Solaris 2. It is also possible
to delete defined additional privileged ports. Extending the privileged port range can break applications. Prior
to configuring additional privileged ports, determine which server processes run with superuser privilege
outside of the privileged port range. Remember, that some services can run as normal user processes.
Extending the range or including a port inappropriately will prevent the server from acquiring the network port
needed to operate. Whenever possible, add specific ports to the privileged port list instead of changing the
range of privileged ports. The upper and lower range can be altered. Adjusting these values can be useful,
particularly in firewall environments. Define a smaller range to simplify firewall rules for specific
applications. Take care when defining a small range, because the ability to establish outbound network
connections might be limited.
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solaris 9 security Apr 14, PM Is there any default security features with solaris 9 that would not allow ping comming from
outside of your network segment, or ssh ing from outside of your network segment?

Various trade-offs must be made when enhancing Solaris OE security. A balance is needed between system
manageability and security. Not all network security configurations mentioned in this article can be used in all
environments. When changing a particular network setting adversely affects the default system operation, the
side effects are described. This article does not discuss high-level network security. Updated for the Solaris 9
Operating Environment" published in July, The information in this article is applicable to Solaris 2. Some
evaluation is necessary prior to using the settings in this article with other Solaris OE releases. The application
of most of these network security settings require planning and testing but should be applicable to most
computing environments. Being cognizant of the known network attacks will hopefully provide the needed
leverage to apply beneficial changes. A free and publicly available security tool called the SolarisTM Security
Toolkit also known as JASS can assist in configuring these network changes and other security related
processes. Many Sun customer sites use this toolkit to configure security on their Sun systems. Additional
information about this toolkit can be found at: The ndd Command Several of the network settings discussed in
this article are configured using the ndd command. Most kernel parameters accessible through ndd can be
modified without rebooting the system. To see which parameters are available, use the following ndd
commands: In this updated BluePrint OnLine article, the various drivers are listed in alphabetic order. These
have additional drivers. A list of parameters for these drivers can be found with the following commands: This
article does not discuss IPsec, but the parameters are listed here for completeness. There are also network
interface device drivers with parameters that can be adjusted using the ndd command. The following
command will list the parameters for the hme FastEthernet device driver: The current parameter value or
status information can be read by specifying the driver and parameter names. This example shows the output
of a ndd command examining the debugging status of the ARP driver. The output "0" indicates that the option
is disabled. Setting parameters requires the "-set" option, the driver name, the parameter name, and the new
value. For example, to enable debugging mode in the ARP driver use this ndd command: This has been a
known problem. Most of the parameter information for the Solaris 9 OE is also applicable to previous
releases. Network parameters set with the ndd command apply to the currently running Solaris instance;
parameter changes do not last past system reboots. Once a system is booted, the default parameters will be
used. To provide a simple method of setting the ndd network parameters mentioned in this article at Solaris
boot time, a system init script has been created and is described in "Sample System nddconfig init Script. Most
parameters involve changing the default Solaris OE configuration. The default settings are optimal for most
situations. Adjusting parameters might affect normal system operation, so Sun does not encourage parameter
changes. All ndd parameter changes suggested in this article include a discussion of trade-offs, where
appropriate. Some settings change the expected operation of systems; these are noted. Most of these
recommended parameter changes are being actively used on production systems at customer sites. Sun
sometimes alters parameter names or adds additional parameters between releases of the Solaris OE. Most of
the IPv4 parameters described in this article are used consistently across Solaris OE releases. When there are
exceptions, the text for the parameter specifically mentions the OE differences. Ultimately, you must decide
which settings are appropriate for a specific computing environment.
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The Solaris 9 OS Is Secure Network Security. Solaris Secure www.enganchecubano.coms Secure Shell software
enables strong authentication - of both client and server machines as well as users -- for use in remote access solutions.

Installation of Solaris is not necessary for an individual to use the system. NeWS allowed applications to be
built in an object-oriented way using PostScript , a common printing language released in This screenshot is a
build of CDE for Linux. Sun and other Unix vendors created an industry alliance to standardize Unix
desktops. This was an initiative to create a standard Unix desktop environment. Each vendor contributed
different components: Hewlett-Packard contributed the window manager , IBM provided the file manager ,
and Sun provided the e-mail and calendar facilities as well as drag-and-drop support ToolTalk. CDE unified
Unix desktops across multiple open system vendors. CDE was available as an unbundled add-on for Solaris 2.
Sun describes JDS as a "major component" of Solaris The open source desktop environments KDE and Xfce ,
along with numerous other window managers , also compile and run on recent versions of Solaris. Sun was
investing in a new desktop environment called Project Looking Glass since The project has been inactive
since late The key license grant was: Customer is granted a non-exclusive and non-transferable license
"License" for the use of the accompanying binary software in machine-readable form, together with
accompanying documentation "Software" , by the number of users and the class of computer hardware for
which the corresponding fee has been paid. In addition, the license provided a "License to Develop" granting
rights to create derivative works, restricted copying to only a single archival copy, disclaimer of warranties,
and the like. The license varied only little through This code was based on the work being done for the
post-Solaris 10 release code-named "Nevada"; eventually released as Oracle Solaris As the project
progressed, it grew to encompass most of the necessary code to compile an entire release, with a few
exceptions. After that trial period had expired the user would then have to purchase a support contract from
Oracle to continue using the operating system. With the release of Solaris 11 in , the license terms changed
again. The new license allows Solaris 10 and Solaris 11 to be downloaded free of charge from the Oracle
Technology Network and used without a support contract indefinitely; however, the license only expressly
permits the user to use Solaris as a development platform and expressly forbids commercial and "production"
use. From the OTN license: When Solaris is used without a support contract it can be upgraded to each new
"point release"; however, a support contract is required for access to patches and updates that are released
monthly. Updates to Solaris versions are periodically issued. In ascending order, the following versions of
Solaris have been released:
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The Solaris 9 release provides an integrated version of the iPlanet Lightweight Directory Access Protocol (LDAP)
directory. The iPlanet Directory Server is a powerful, distributed directory server that is designed to manage an
enterprise-wide directory of users and resources.

Network concepts and services in Solaris 9 Network concepts A network is a system that transmits
information such as data, voice or video between users. Networks are often referred to by virtue of their size.
Naming Services Configuring Solaris 9 networks To configure a Solaris 9 system for network connectivity,
you need to set up its IP address, netmask and hostname. A netmask is an additional bit number that a
computer uses to filter IP addresses, removing information about higher level networks so that it can find other
computers within its own network. And a hostname is simply an alias that you can use when referring to a host
instead of having to type out its IP address. You configure your network using the ifconfig command. The
basic syntax of the ifconfig command is: In the following example, the name of the network interface is eri0.
The file should contain the name of your system only. If you execute the ifconfig command without options, it
displays the status of your network interface. Testing the configuration You can test if your network interface
is working by using the ping command. The standard syntax is: It can either display their contents or dump
them to file. The basic syntax of the snoop command is: In this mode, you check references to all network
traffic, even packets not intended for your host specifically. Snooping the network The snoop command also
supports the following options: Rather, the inetd â€” or Internet services â€” daemon monitors requests for
internet services such as ftp, telnet and finger, and starts them as required. In the following example, the inetd.
This file contains a map of service names to port numbers, so that inetd always starts a particular service on
the correct port. In the following exaple the secure shell program is configured to run on port 22, using the
Transmission Control protocol TCP.
8: Solaris 9 Security - PDF Free Download
The IPsec security framework has been enhanced in the Solaris 9 release to enable secure IPv6 datagrams between
machines. For the Solaris 9 release, only the use of manual keys is supported when using IPsec for IPv6.

9: Networking (What's New in the Solaris 9 8/03 Operating Environment)
With the enhanced security mechanisms in Solaris 9, you select the technologies you want to implement and the level of
security of your network. The intended readers of this book are network administrators whose job responsibilities include
setting up security, monitoring, security maintenance, and other advanced management and maintenance tasks.
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